CLIENT CASE STUDY

Raising the bar
IP law firm cuts costs, secures
more with QOMPLX
1.
As a legal services
firm that serves
informationsensitive industries,
the client feared
that they hadn’t
sufficiently
protected
themselves from
the techniques that
attackers often
use in Ransomware
and Supply Chain
attacks.
2.
With QOMPLX’s
Privilege Assurance
and Identity
Assurance
solutions protecting
their firm, the
client was able to
start identifying
and mitigating its
biggest, clientoriented risks in
just days.

Challenge
When your business is intellectual property, you know how important it is to protect
your sensitive data. That’s why, when one global law firm needed to fortify their
security stack, they chose QOMPLX.
As a legal services firm that serves information-sensitive industries, the client has
long considered protecting client data a top priority.
While the law firm had perimeter-based protections, network monitoring, and
logging in place (via managed service providers), their executive team feared that
they hadn’t sufficiently protected themselves from the techniques that attackers
often use in Ransomware and Supply Chain attacks: lateral movement and privilege
escalation techniques.
Penetration tests showed more was needed.
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Solution
In just days, to help the firm identify and stop ransomware and supply chain attacks
before a data disaster occurs, the QOMPLX team:
■

Used QOMPLX’s Privilege Assurance software to map the firm’s critical Active
Directory infrastructure and identify vulnerabilities that needed immediate repair

■

Installed QOMPLX’s Identity Assurance software on all networked domain controllers,
to validate that each user who requests access to their network is who they say they
are, all of the time

■

Integrated alerting capabilities into the firm’s Managed-Security-Service-Provider’s
(MSSP’s) workflows including feeds to downstream SIEM tools

Impact
With QOMPLX’s Privilege Assurance and Identity Assurance software solutions
protecting their firm, the client was able to start identifying and mitigating its biggest,
client-oriented risks in just days. And, just six months after they retained QOMPLX, the
client purchased QOMPLX’s Managed Assurance service to monitor and triage security
alerts flagged by their security stack.
QOMPLX’s suite of solutions – Identity Assurance, Privilege Assurance, and Managed
Assurance – monitor hundreds of thousands of events for the client each day, but
these alerts are prioritized so the client is only alerted to the most critical activities that
require their attention.

With QOMPLX, the client can focus on
their key business objectives knowing that
their sensitive information on their hundreds
of servers are monitored and protected
24 hours a day, every day

Why QOMPLX®
QOMPLX is the cloud-native leader in risk analytics. We help organizations around the world make intelligent
business decisions and better manage risk through our advanced, proprietary risk cloud. We are the leaders at
rapidly ingesting, transforming, and contextualizing large, complex, and disparate data sources through our data
factory in order to help organizations better quantify, model, and predict risk in areas including cybersecurity,
insurance, and finance. For more information, visit qomplx.com and follow us @QOMPLX.
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